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henepanbHLIz LeHTP

COBPEMEHHbDIE ONMACHOCTMU OHJIAWH-

KUBEP-rPYMUHI

FPYMMHr (aHr 1. grooming - «yXaXXnBaHue») -
[OSITOBPEMEHHOE YCTaHOBJIEHNE B3POCbIM BGIN3KNX,
NOBepUTESIbHbIX OTHOLLEHUM C Pe6EHKOM (a TakxKe

C UnleHaMu ero CeMbl) C Liesiblo 3aBOEBaHWS JoBepUs
M nocnenyoLLero coppaLleHus.

MeToabl MaHUNyNALUK:
B OIUTENIbHOE «yXaXKNUBaHMe»;

B npuBnevyeHne pebéHka TENNon APY>XXO0oM NN POMaHTUYHBIMK
OTHOLLEHUSAMY;

B NMPUHATUE PONN HACTAaBHUKA;
B OCTeneHHoe ANCTaHLMPOBaHME XXePTBbl OT €€ OKPY»KEHUS;

W NoCTeneHHas «HOPManmn3auus» NPUKOCHOBEHWI, HapyLLeHne

JINYHbIX FTPaHUL U NpeacTaBeHne HegonycTMMoro .
noeegeHnsa Kak HOpMasibHOro ABeHUS; k7))

B [aBjlieHVe 1 MaHunynnpoBaHme YyBCTBOM BUHbI
N OTBETCTBEHHOCTU XKEpPTBbI.

Kun6ep-rpyMUHr (OHNaWH-rpyMMHr) - npuenedeHme pebeHka
OCYLLIECTBNAETCSA MOCPEACTBOM COLMANbHbIX CeTel

1 MHTEPHET-MEeCCeHXKePOB. DTOT BUA Yallle BCEro HanpasfeH
Ha NoAPOCTKOB 12-15 neT, npuyeM GOMbLUIMHCTBO
nocTpafaBLUMX COCTABNSIOT AeBYLIKN: OTNPaBKa MHTUMHbIX
oTorpacduin n Bugeosanucein.
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henepanbHLIz LeHTP

KAKME PUCKM ECTb B UHTEPHETE?

PuLIMHroBble aTaku. OuLepbl MaCcKUMPYOTCA NofA obuLmnanbHble
pecypcbl U CyX6bl, NMblITasscb 06MaHyTb MoJjib3oBaTesIer U yKpacTb
JINYHble faHHble, Napon U UHAHCOBYIO MHMOPMaLMIO.

Kpa)ka nepcoHanbHbIX AaHHbIX. YTeuka NepcoHanbHom nHdopMaumm
MOXET MPUBECTU K (PUHAHCOBBLIM MOTEPAM, LUAHTAXKY WU APYTUM
HeraTMBHbIM NOCNEACTBUAM.

WNHTepHeT-MOLLIEHHUYECTBO. [leTel MPUBMEKAIOT APKME peKlaMHble
0GBbSABNEHWS M 3aMaHuUMBbIE NPENJSIOKEHUS, Takne Kak 6ecnnaTHble
MNOAAPKM, CKUOKM WK ydacTue B po3birpbiiax. OfHaKO 3a4acTyio
NOAOGHbIE aKLMKN OKa3bIBAIOTCS MPUMaHKOM AN XULLEeHUs

[eHer UM KOMMNpoMeTaLmMy akkayHTOB.

BynnuHr u Tpaens B ceTu.
OHNanH-TpaBs cnoco6Ha HaHeCcTn
Cepbe3HbIN MCUXONIOTNYECKN yLep6
pebeHKy, NPUBOAS K Aenpeccuu,
3aMKHYTOCTU 1 JlaXke CaMoyBuinCTBy.

Heuenecoo6pasHoe ncnonbsoBaHue
WHTepHeTa. MoapoCTKM Hepeako /H\\
TEPAIOT KOHTPONL Hag BpeMereM, | 9 |
NPOBOANMBIM OHMANH, S
YTO HEraTMBHO CKa3sblBaeTCst
Ha yyebe, 300pOBbe

n coumaanoh AKTUBHOCTW.
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OBYYEHUE OCHOBAM LIM®POBOM
FPAMOTHOCTHU

Paccka3sbliBaiTe geTam npasuna 6e3onacHoro

noBeaeHUs B MHTepHeTe, 0GbACHsINTe
nocnencTens HeOGAYMaHHbIX AeNCTBUNA.

KOHTPOJIb NPUBATHOCTU AKKAYHTA

HacTpoiiTe orpaHnyeHns BMaMMoCcTn
npodunen n nyénnkauum B coumanbHbIx
ceTax, y6eamTech, 4To pe6GeHoK NpaBuibHO
HacTpamBaeT ypOBEHb KOHMUASHLINANBHOCTH.

CO3[AHUE AOBEPUTESbHbIX
OTHOLUEHWUN

Mopnep>xvBanTe OTKPbITLIN Ananor
C PeGeHKOM, NO3BONANTE My AeNNTLCS
CBOVMU NEepexxnBaHNaIMMN N COMHEHUIMU
OTHOCUTENIbHO B3aMMOAENCTBUS B CETU.

henepanbHLIz LeHTP

UCNOJIb30OBAHUE AHTUBUPYCHbIX
NPOrPAMM U ®UJILTPOB

YCTaHOBUTE CreumnanbHbie NPOrpaMMbl,
6nokupytoLme JOCTYN K HeXxenaTeslbHbIM
canTaMm u 3almuialLLmne ycTponcTea
OT BUPYCOB.

OrPAHUYEHUE UCMNOJIb3OBAHUSA
LIM®POBbLIX TEXHONOMMIN

CnenuTe 3a KOSIMUECTBOM BPEMEHM, KOTOPOE
peGeHOK NPOBOAUT OHMaNH, NoMoranTe
OpPraHVU30BbIBaTb PEXUM OTAbIXAa U 3aHATUN
BHE UHTepHeTa.
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henepanbHLIz LeHTP

KAK 3ALUUTUTb PEBEHKA OT HEXXEJIATEJIbHOIO

KOHTEHTA B UHTEPHETE?

JAnsa 3almTbl AeTel OT BPeJOHOCHOro
KOHTEHTa B MHTepHeTe MOXHO UCNoNb3oBaTh
BCTPOEHHbIE (DYHKUMMN Pa3NIMYHbIX

(&)
unbpoBbIX NNaThopM U YCTPOMUCTB. N

CEMEWHbIE AKKAYHTbI AETCKUIA PEXXUM

MHoruve nonynspHble CepBUChbl NpeanaratT HeKOTOpre yCTpOﬁCTBa " 5payaepbl nmeT
BO3MOXHOCTb CO3[aHNsA CEMENHbIX aKKayHTOB, cneuunanbHble 4eTCKME PEeXXUMbI, KOTOPble
0GbeAVHSIOLMX B3POCTbIX 1 AeTei B OAHY UNLTPYIOT PesybTaTbl NOMCKa,
rpynny nons3osatenei. 3To nossonset OrPaHNUMBAIOT AOCTYN K HEeXeNnaTeNbHbIM
B3POC/IbIM KOHTPOIMPOBATL AOCTYN AeTein caiiTaM 1 NO3BONSIOT BbIGUPATL KaTeropum
K KOHTEHTY U MPUIOXKEeHUAM. npocCMaTpmMBaeMoro KOHTeHTa.

POANTENbCKUN KOHTPOb AHTUBUPYCHBIE NPOrPAMMbI

AHTUBUPYCHbIE pelleHns ¢ DyHKLUMEen 3aLunTbl
AeTelt He TO/bKO 3aLUMLLAIOT YCTPONCTBO
OT BPEIOHOCHOrO NPOrPaMMHOTO
obecneyeHns n GULWLIKHIA,

HO 1 NPEAOCTaBASIOT OTUETLI O AENCTBUSAX
pebéHka B UHTepHeTe.

BOMNbWMHCTBO CMapPTOHOB 1 NNaHWETOB
NoAAEPXXMBAKOT UHCTPYMEHTbI POANTENBCKOrO
KOHTPONS, KOTOPble NO3BONAIT OrPaHNYMBaTL
[OCTYN K ONPeaenéHHbIM NMPUIOXEHUSM,
MrpamM, NoKynkam 1 MeanakoHTeHTY.

Ba)>XHO MOMHUTb, YTO HX OfHA NPOrpaMMa He CNOCO6GHa 3aMeHUTb aKTUBHOE
y4acTue B3poc/ioro B (hopMUPOBaHUM KYJIbTYpPbl 6€30NacHOro NoBeAeHUs
B pe6éHKa B UUMPOBOM NPOCTPaHCTBE.
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henepanbHLIz LeHTP

BE3OMACHOCTb NAPOJIEU: YTO HYXKHO 3HATb

Maponb — 3TO KJIKOY KO BCEW IMYHON MH(OPMaUUM Ballero pe6eHka B CeTU.

Ecnu 3M0YMbILWNIEHHUK NOJTYYUT AOCTYN K aKKAayHTaM, OH CMOXKEeT YKPaCTb JINYHbIe
naHHble, poTorpacdum, Nepenncku, AeHbMM N Aaxke BOCMNO/Nb30BaTLCS UMEHeM
Balwero pe6eHKa ANs MOLIEHHUYECKUX ANCTBUNA.

m licnonb3ynTe ANNHHbIE NAPON OT 8 CUMBOJIOB.
TMpoumep: «NekotoryySIOzhnyParoll23»

m Co3paBaiiTe yHUKasbHble KOMGUHaLMK ¢ 6YKBaMU PasHOro peructpa (3arnasHble
M CTPOYHbBIE), uMdpamMu 1 cneunansHbiMm cumeonamm ((@H#$% " &*).
TMpumep: «7mYpAsSwOrDwitHSpEclal SymBol $»

B He ncnonb3yinte UMeHa, haMununmn, faTel POXXAEHUS, HOMepa TeslehOHOB NN
ntoGble NerkoyrafbiBaeMble C/IOBa U MOCNEAOBATENBHOCTU («gwerty», «password»).

m MeHsaiTe naponu perynsapHo (MMHUMYM pas B NOAroga).

m He 3anucbiBanTe naponu Ha GyMare Uan B HesalwngPOBaHHbIX dannax
Ha KOMMnbloTepe. MCHOﬂb3yﬁTe cneynanm3npoBaHHble MeHeXXepbl naponel?l.

® Vicnonb3ynTe ABYXMaKTOPHYIO ayTeHTUdMKaLMIO.

m O6GbACHUTE ONACHOCTb ULIMHIA. PacckaxuTe oetTam
O pUcCKax nepexona no noao3puTesibHbIM CCblJIKamM
“ BBOAA NepCOHasbHbIX AaHHbIX Ha HE3HAKOMbIX canTax.

m  OrpaHuybTe 4OCTYM K My6IMYHBIM ceTaMm Wi-Fi.

BaXkHO PerynsipHo HanoMMUHaTb 3TU COBETbl CBOUM
AeTaM, BeAb 6€30MacHOCTL — Aeno
B nepBocTeneHHOMN BaXKHOCTH!





image1.jpeg
; g ‘ NMPODUIIAKTUKA

henepanbHLIz LeHTP

YTO TAKOE KUBEPBYJUJIUHI U KAK C HUM BOPOTbCSH?

Kun6epO6ynnuHr - 3To hopMa Tpae/u, ocyLecTBAseMas
J)e— Uepes MHTEePHEeT-PecypChbl, COLICETU, MECCEHIKEPDI
E é|/ M Apyrue CpeacTsa KOMMYHUKALMN.

Llenib - BbI3BaTb YYBCTBO YHVXKEHUS, CTPaxa,
MNOAABNEHHOCTU, U30JIALMM XKEPTBbI MYyTEM Yrpos3,
pPacnpoCTpaHeHNs CrieTeH, OCKOPBIeHN

1 NpecnefoBaHus.

Mpu3Haku Toro, YTo Pe6EHOK NoaBepraeTcs KN6epoOyNNUHTY.
B 36eraeT pa3roBOPOB O CBOEW OHMANH-XKU3HW.

B YacTo MCNbITbIBAET NJIOX0Ee HAaCTPOEHWe NOCe UCMONb30BaHUS Ny
ragykeToB. y

B TepsdeT anneTuT, NIOXO CNUT, NPOSBASET anaTuio.

B Ero nonynsipHOCTb pe3ko najaet
B KPYry CBEPCTHUKOB.

B BO3HUWKaIOT TPYAHOCTU B yyebe, yXyaLlaeTcs
ycrneBaeMocTb.

M [NocTapancs BHe3anHo yAanuTb CBOIO
CTpaHuLy B COLICETU WN yaanun cTapble NocThbl.
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henepanbHLIz LeHTP

KAK MOMOUb BbISIBUTb ®EWUKU U BOTbl CPEAU

AKKAYHTOB B COLIMAJIbHbIX CETAX?

H Mano ny6nukauuin.
B OTCcyTCTBUE aBaTapKu.

B HecooTtBeTcTBME UMEHU Npodunio:
CTpaHHbIe UMeHa Tuna Habop GyKB, undp
WUAKU 6€CCMbICNEHHBIX CUMBOJIOB.

B [lopo3puTenbHasi akTUBHOCTb: Npocdunib
MNOAMMUCAH Ha 60/bLLIOe YNCNO CNyYalHbIX
COOGLUECTB UNN CTPAHULL, NOANUCHUKU
KOTOPOro abCconioTHO pa3Hble TeMaTUKMU.

LLlabnoHHble KOMMeHTapum.

MuHMManbHOe B3aUMOAENCTBUE: HET PeakL MK Ha IndHble COObLIeHUs,
OTCYTCTBUE OGCY>XXAEHUI C APYTMMU NONb30BaTENAMU. N\
HepeanuctuuHble hOTO: B CTPAHHBIX paKypcax, j /
HU3KOE KauecTBO, CHUMKM 3HAMEHUTOCTEN, /

CTOKOBbIE U306paXKeHUs. i

KpyrnocyTtouHas akTUBHOCTb. \\ Y
Ucnonb3oBaHWe KOPOTKUX CCbINOK.

CTpaHHas CTaTUCTUKA: KOJIMYECTBO MOAMUCYUKOB 3HAUYMTENbHO
npesBbillaeT KonM4yecTso OI'IyGﬂVIKOBaHHbIX MOCTOB UJIN NIAWKOB.
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enepabHbiit LEHTP

OJIbKO BPEMEHU MOXXET NMPOBOAUTD

PEBEHOK Y 3KPAHA?

CyMMapHas e)XXeAHeBHas NPOAOMKUTENbHOCTb Pa6OThbl C 3NEKTPOHHLIMU YCTPOHCTBAMM,
060pyAOBaHHBIMU 3KPaHAMKU (KOMMbIOTEPaMK, NNaHILETaMU1, CMapTGOHaMU 1 Np.)

ANg AETEW A0 2-3 NET ANSA AETEN OT 2-3 NET

MakcuMManbHO UCKIOUUTbL rafXKeTbl. He 6onee 20 MUHYT B A€Hb
3aMeHWTb SKPaHHOE BPEMS Ha CRHCOPHYIO
WIPY C peanbHbIM1 OGbeKTaMm1
(MIPYLLKY, NPUPOAHbIE 3NIeMeHTbI)

ANS AETEN OT 3-7 NET

He 6onee 14aca B fieHb

ANa AETEN OT 7 A0 11 NET

He 6onee 1,5 yaca B AeHb

ANa AETEN OT 11 A0 16 JIET

He 6onee 2 4YacoB B fieHb

COMMaCHO TMCkHMY MAHACTEDCTER OGDa308aHHS H HAYKW PO O 24.07.2025 NeMH-6/2164
€O HaITDABNEHHY METOR HeCKYIX PEXOMEHRAITY
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KOMIbIOTEPHbIE UTrPbl: MIPOD®UJIAKTUKA

3ABUCUMOCTU

Monb3a KOMNLIOTEPHbBIX UFP MoTeHuManbHbIN Bpen

Mrpbl CTUMY/IMPYIOT MbILLIEHME, NaMSITh, PEaKLMIO

1 CMOCOBHOCTb GbICTPO MPUHIMATH PeLLEHNS.

® MHOrononb3oBaTeNbeKie Mrpbl OMOraloT
Pa3BMBaTL KOMMYHUKATUBHBIE HABBIKW
1 yMeHue paboTaTs B KOMaHAe.

m HeKoTOPbIE MCCNIENOBAHMS MOKA3bIBAIOT, YTO
yMepeHHoe UrpOBOe BPeMs NOMOraeT CHATL
CTPECC 1 HanpsKeHMe.

m CyulecTeyloT 06pasosaTesnbHble Urpsl,

CNOCOBCTBYIOLLME N3YUYEHMIO MHOCTPAHHBIX

A3BIKOB, MaTEMaTUKK, DU3MKM 1 APYFX

AUCUMMAMH.

Upe3MepHOoe YBIIeUEHME KOMMBIOTEPHBIMUA UrpaMyt
MOMET CTaTb MPUUMHON MCUXONOMNUECKOM
3aBMCUMOCTH, NPUBOASILLEN K NPOBNEMaM
€ y4&60M, obLUeHNEM ¥ 300POBbEM.
m [lonroe cuaeHue 3a KOMNbIOTEPOM HeraTMBHO
BNMSIET Ha 3peHMe, OCaHKy
v obliee pu3NYecKoe COCTORHME OpraHn3Ma.
W ArpeccuBHbIE U XKECTOKME Urpbl MOryT

CNOCOBCTBOBATS NOBBILLEHMIO YPOBHS Arpecchn
11 CHIDKEHMIO IMNaTM.

m CoBpeMeHHble Urpbl TPEGYIOT BOXKEHNI AeHer
Ha NOKYMKY JOMONHNTENBHOrO 060PYA0BaHNS,
MOANNUCKM 1 BHYTPUMrPOBbIE MOKYMKM.

Kak npenoTspatuth pa3suTe rpoBOiA 3aBUCUMOCTU?

OnpenennTe exenHeBHbIE IMMUTLI UTPOBOTO BPEMEHU 1 CTPOTO CrieanTe
33 COBIOEHMEM 3TUX OrPaHNYEHMIA.

m O6CyauTe NONb3Y U BPE, UTOGkI PEGEHOK OCO3HAHHO NOAXOAMN K BbIGOPY
UrPOBbIX 3aHATUI.

u lpeanarante anbTepHaTUMBHbIE BUALI AOCYra.

B TPOCMaTPMBaITE CORGPKMUMOR MOGHMBIX M BaLLMX AETEN, YGEAUTeCH,
4TO OHM COOTBETCTBYIOT BO3PACTY M MHTEPECaM PEGEHKA

® CospasaiiTe ceMeiiHble MeponpuaTUS, YTOGkI OTBAEYL PEGEHKA OT MOHUTOPA
1 YKDENUTb CEMEMHYIO CBA3b.

B OrpaHuubTe COBCTBEHHOE BPEMS, NPOBEASHHOE 3a rajkeTaMi,
AEMOHCTPUPYIATE aKTHBHBIN OGPA3 XKN3HM,
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henepanbHLIz LeHTP

OCHOBHbIE€ Mepbl 3aLUUTb] OT KUGEepP-rpyMUHra
U CeKCTUHra

OTKpPbITO rOBOpUTE C AETbMU O NOCNEACTBUAX O6MeHa
MaTepuanaMm IMYHOrO, UHTUMHOIO XapaKTepa, OCOGEHHO B 3MOXY
BbICOKMX TEXHOJIOMUM U BbICTPOro PacnpocTpaHeHuUss MHdopPMaLUK.

MoHWTOpPbTE UCNONIb30BaHME coLceTeN U o6ecneybTe YCTaHOBKY
3alUMTHBIX MPOrpaMM Ha YCTPOMCTBAX.

MomoruTte pe6EHKY pasBuBaTb KPUTUHECKOE MbILLNIEHUE U YMEHne
OLeHMBAaTb PUCKMU.

MopAaep>XuBanTe OTKPbITbIN AManor n yéegmutecb, YTo pe6EHOK
YyBCTBYET ce651 KOM(OPTHO, O6paLLasCh K BaM 3a NOAAESPXKKOMN.

MokKa)knte BaXKHOCTb COsnIOFleHMH NPUBATHOCTU U OrpaHUYeHusa
Kpyra nuu, KOTOpbIM AOCTYMHa Takas MHGopMaLus.
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henepanbHLIz LeHTP

COBPEMEHHbDIE ONACHOCTU OHNIANH-KOMMYHUKALIUM:

CEKCTUHI

CEeKCTUHI - OOMeH OTKPOBEHHbIMU COOBLLIEHUAMMU,
N306paXKeHUAMU UN BUAEOPOITMKAMU CeKCyaslbHOro
XapaKkTepa C UCMosib30BaHNEM LUNMDPOBbLIX YCTPOMCTB.

®DopMbl NPOAB/IEHNUNA CEKCTUHTa: MpUYNHBLI BOSHUKHOBEHUS CEKCTUHTa:
® OGMEH JINUYHBIMK CHUMKaMK/BUAEO ® [1aBI€HNe CBEPCTHUKOB U XKenaHue
OGHaXXEHHOrO TeNa UM UHTUMHBIX YacTen COOTBETCTBOBATH OXKWUAAHUSM rPYMMbI;
Tena;

® MPKBbIYKA AEMOHCTPUPOBATL CBOKO
= COO6UIeHMS OTKPOBEHHO CEKCYalbHOro NPVBIEKATEIbHOCTb U YBEPEHHOCTb;

xapakTepa. B He3HaHWe NOCNeACTBUI PacnNpPOCTPaHeHUs
nopoGHOM MHopMauny;

®OpMbI NPOSIBNEHUS CEKCTUHT = MaHUMYSLUMU CO CTOPOHBI MOCTOPOHHMX
WL, UCMOMB3YIOLLMX YIPO3Y UM OGMaH.

B MCUXONOrMYeckoe AaBneHne
1 2MOUMOHAsbHbIE TPaBMbl;

= 130eBaTeNbCTBa M TPAB/IS B MHTEPHeTe
(6ynnuHr);

® HapyleH\e YyBCTBa COGCTBEHHOTO
OCTOWHCTBA W CAMOOLIEHKN;

= yrpo3a 6e30MacHOCTU U BO3MOXKHble
npecnenoBaHus;

m BO3MOXHOCTb HaPYLLIEHMs 3aKOHa, eC/n
doTorpadun pacnpocTpaHsiotTcs 6e3
cornacvs uan npuHagnexat muam
mnagwe 18 net.





